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AMENDMENTS TO THE PERSONAL DATA PROTECTION ACT 2010 -
DATES OF COMING INTO FORCE

26 December 2024

The Minister of Digital has, by notification in the Gazette, appointed the dates on which the provisions of
the Personal Data Protection (Amendment) Act 2024 (“Amendment Act”) come into force. The Amendment
Act will come into operation in three stages (i.e., 1 January 2025, 1 April 2025 and 1 June 2025).

We set out below the dates on which salient amendments to the Personal Data Protection Act 2010
(“PDPA”) will come into force:

Date of Coming into Force | Sections of the Amendment Act; Salient Amendments to the PDPA

Sections 7, 11, 13, and 14 of the Amendment Act
1 January 2025 These amendments do not introduce any new obligations onto data
controllers.

Sections 2, 3, 4, 5, 8, 10, and 12 of the Amendment Act

1. Section 2 - Replaces the term “data user” with “data controller”.

2. Section 3 - Amends the definitions of certain terms in the PDPA,
including:

e recognising “biometric data” as a type of sensitive personal
data;

¢ excluding personal data of deceased individuals from scope of
the PDPA; and

¢ introducing definitions for “personal data breach”; and

e amending the definition of “requestor” to now include

1 April 2025 individuals making data portability requests.

3. Sections 4 and 5 - Extends the Security Principle to data
processors, including direct imposition of penalties on data
processors for breach.

4. Section 4 - Increased penalties for breach of personal data
protection principles up to RM1,000,000 and/or up to three years
imprisonment.

5. Section 12 - Removal of the whitelist regime for cross border
transfers; personal data may also be transferred out of Malaysia
to a country that has substantially similar laws or where the
country ensures equivalent levels of protection

Sections 6 and 9 of the Amendment Act
1. Section 6 - Introduces requirements for data controllers to:
¢ appoint a data protection officer; and
e notify the Personal Data Protection Commissioner
(“Commissioner”) and data subjects of personal data breaches.
2. Section 9 - New right of data portability for data subjects.

1 June 2025

Our article highlighting the salient changes under the Amendment Act can be accessed here.



https://www.skrine.com/insights/alerts/july-2024/personal-data-protection-amendment-bill-2024-table
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The Commissioner has also published public consultation papers on guidelines for the upcoming
amendments. It is expected that these guidelines will be issued before the relevant amendments come into
force. Our articles on the public consultation papers can be accessed here and here.
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Welcome to Skrine, where legal excellence meets unwavering dedication.
We are a homegrown Malaysian firm known locally and internationally as
a beacon of trust and proficiency in the ever-evolving landscape of
jurisprudence. Founded on the principles of wisdom, fortitude and
ingenuity over 60 years ago, we navigate the complexities of the law
with precision and insight.

Through our wide range of practice groups managed by lawyers with
extensive experience, we work with our clients to achieve the results they
aspire towards. While keeping pace with rapid development on all fronts,
Skrine has remained steadfast in its commitment to champion the cause
of its clients with diligence, skill, and a relentless pursuit of justice.

OUR APPROACH

While fostering a one-to-one lawyer-client relationship is of significant
importance, in instances where cases do not fit neatly into one area of
law, we take advantage of the various internal practice groups and
combine the skills of our lawyers to ensure that all relevant legal issues
are addressed.

ONE-STOP CENTRE WITH DEDICATED FOREIGN DESKS

We are a one-stop centre for all your legal needs to help you set up in
Malaysia and hit the ground running. Beyond our borders, we understand
the significance of dedicated foreign desks and currently serve five major
markets including China, Turkiye, Korean, Indian (South Asia) and
Europe. A key benefit is the seamless and efficient delivery of our
services to multilingual nations where our lawyers are proficient in
Mandarin, Turkish, Hindi and Korean, while many within the Firm are
proficient in Cantonese and Tamil.

VALUE ADDED SERVICES

We recognise that from the perspective of our clients, the day-to-day
management of internal legal matters does not stop at specific cases that
require external legal counsel or representation. We therefore offer a
number of value-added services to help clients keep abreast with updates
in the law and ensure internal compliance. This includes our e-alerts,
newsletters, in-house trainings, workshops and seminars on industry-
related legal topics.

FIRM AWARDS
As a testament to the high standards we uphold, Skrine has garnered
some of the top local and international awards for both legal firm and
individual lawyers (a full list can be viewed at our website). We are honoured
to have received the following:
» Chambers Asia-Pacific Leading Firm Year 2025
» Legal 500 Asia Pacific: Top Tier Firm Year 2024
o Chambers Asia-Pacific and Greater China Region Awards 2024:
Malaysia Law Firm of the Year
« asialaw: Malaysia Law Firm of the Year 2023
« Global Arbitration Review (GAR): Ranked in Top 100 International
Arbitration Practice 2012-2023
o IFLR 1000 2019-2022: Tier 1 Firm for Corporate/Mergers &
Acquisitions, Energy, Infrastructure and Oil & Gas
» Asian Legal Business: Regional Litigation Law Firm of the Year 2022




