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AMENDMENTS TO THE COMMUNICATIONS AND MULTIMEDIA ACT
1998 TABLED FOR FIRST READING

6 December 2024

On 2nd December 2024, the Communications and Multimedia (Amendment) Bill 2024 (“Amendment Bill")
was tabled in Parliament for its first reading by the Minister of Communications, Fahmi Fadzil.
Amendments to the Malaysian Communications and Multimedia Commission Act 1998, which aim to revise
the composition of the Malaysian Communications and Multimedia Commission (“MCMC”) and expand on
their functions, were also tabled for first reading on the same day.

The Amendment Bill proposes amendments to the Communications and Multimedia Act 1998 (“CMA”")
with the primary purpose of protecting against harmful online behaviour, addressing network security risks,
and expanding the powers of enforcement conferred on the MCMC. Some of the salient amendments
proposed via the Amendment Bill are set out below:

Amendment Bill CMA
Powers to | Section 230B of the CMA (new | The CMA currently does not grant the
Address provision) - Provides the MCMC with | MCMC such powers.
Network the power to instruct any persons to
Security Risks take specific measures or comply with

specific requirements to prevent,
detect, or counter a network security
risk.

A "network security risk” is defined as
“any risk or threat, if exploited or not
mitigated, could pose a significant risk of
damage or disruption to the operation of
network facilities, network services, or
application services”".



https://d356mar4ez6tcl.cloudfront.net/skrine/media/assets/cma-amdmt-bill-2024.pdf
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Amendments to
Section 233 of
the CMA -
Addressing
Prohibited
Content

Section 233 of the CMA (amendments
to an existing provision) - Section 233
of the CMA is amended such that the
term ‘offensive’ has been replaced with
‘grossly offensive’. Section 233 has also
been expanded such that transmitting
prohibited content with intent to
commit offences involving ‘fraud or
dishonesty against any person' are now
also offences.

Section 233(2) of the CMA now
establishes a higher penalty of a fine up
to RM 500,000 and/or imprisonment
for up to 2 years, with further fines of
EM 5000 per day the offence
continues after conviction. Where the
offence is committed against a minor,
the offender can be subject to
imprisonment for up to 5 years.

The Amendment Bill also introduces
Explanations to Section 233 which
outline the types of content prohibited
by the section.

Section 233 of the CMA currently
imposes lower penalties - fines of up to
RM50,000 and/or imprisonment for up
to one year and a further fine of
RM1,000 per day the offence continues
after conviction.

The CMA also currently provides no
explanations as to the types of content
prohibited by Section 233.

Specific
Provision
Spam

on

Section 233A of the CMA (new
provision) - This new provision
specifically prohibits the sending of
"unsolicited commercial electronic
messages” (i.e., spam).

Under the CMA, offences relating to
spam are currently typically dealt with
under Section 233(1)(b).

Suspension of

Section 211A of the CMA (new

The MCMC does not currently have

Content provision) - Provides the MCMC with | such powers under the CMA.
Application the power to, by written direction,
Service require content application service
Providers’ praviders to suspend their services for
Services a specified period if in violation of
content requirements, in breach of their
license conditions in relation to
content, or where generally non-
compliant with any instruments issued
by the MCMC or the Minister of
Communications.
Increased The Amendment Bill increases the | The current penalty under Section 242
Penalties penalties of wvarious offences. As | imposes a fine of up to RM 100,000

examples:

and/or imprisonment for up to 2 years.
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+ Section 242 of the CMA, which
provides the penalty for, among
others, omissions to comply with the
CMA, breach of license conditions,
or when dealing with offences for
which no specific penalty is
provided in the CMA, will be
amended to impose a fine of up to
RM 1 million and/or imprisonment
for up to 5 years.

¢ Section 53 of the CMA, which
provides the penalty for non-
compliance  with an MCMC
direction, will be amended to
impose a fine of up to KM 1 million
and/or imprisonment for up to 10
years.

The Amendment Bill also adds
continuing  penalties for various
offences, such as:

« Section 53 (non-compliance with an
MCMC direction)] - Fine of
RM100,000 for every day or part of
a day an offence is continued after

conviction.
e« Section 157 (use of spectrum

without assignment) - Fine of
RM100,000 for every day or part of
a day an offence is continued after
conviction.

The current penalty under Section 53 of
the CMA imposes a fine of up to RM
300,000 and/or imprisonment for up to
3 years.

Civil Right of
Action for
Victims of
Counterfeit

Access Devices

Section 236A of the CMA (new
provision) - Any person who suffers
loss or damage directly as a result of a
contravention of Section 235 (damage
to network facilities) or 236 (fraud and
related activity in connection with
access devices) of the CMA have an
express right to take civil action against
alleged offenders, regardless of
whether they have been charged with
an offence under the CMA,

No civil right of action is currently
granted under the CMA.
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Section 73A of the CMA (new
provision) - Provides the MCMC with
the ability to conduct audits on any
licensee or provider of services relating
to communications systems on any
matter under the CMA, its subsidiary
legislation, any instrument issued under
the CMA, or any information furnished
to the MCMC.

Section 73B of the CMA (new
provision) - Allows the MCMC to
require any licensee to appoint its own
independent expert to carry out an
audit, with the licensee bearing the
costs of the appointment.

Under the CMA, no power to audit is
currently accorded to the MCMC.

MCMC

Empowered to

Conduct Audits
Commentary

With the reading of the Amendment Bill, affected parties should take note of the upcoming amendments to
ensure that they remain in compliance with the changing regulations, particularly given the introduction of
harsher penalties for some offences. In particular, given the introduction of additional powers of
enforcement against prohibited content, it is recommended that content service application providers take
pre-emptive action in monitoring and removing infringing content to avoid suspension. Licensees should
also take greater precautions to abide by the provisions of the CMA and their license conditions, given the
harsher penalties proposed by the Amendment Bill.
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Welcome to Skrine, where legal excellence meets unwavering dedication.
We are a homegrown Malaysian firm known locally and internationally as
a beacon of trust and proficiency in the ever-evolving landscape of
jurisprudence. Founded on the principles of wisdom, fortitude and
ingenuity over 60 years ago, we navigate the complexities of the law
with precision and insight.

Through our wide range of practice groups managed by lawyers with
extensive experience, we work with our clients to achieve the results they
aspire towards. While keeping pace with rapid development on all fronts,
Skrine has remained steadfast in its commitment to champion the cause
of its clients with diligence, skill, and a relentless pursuit of justice.

OUR APPROACH

While fostering a one-to-one lawyer-client relationship is of significant
importance, in instances where cases do not fit neatly into one area of
law, we take advantage of the various internal practice groups and
combine the skills of our lawyers to ensure that all relevant legal issues
are addressed.

ONE-STOP CENTRE WITH DEDICATED FOREIGN DESKS

We are a one-stop centre for all your legal needs to help you set up in
Malaysia and hit the ground running. Beyond our borders, we understand
the significance of dedicated foreign desks and currently serve five major
markets including China, Turkiye, Korean, Indian (South Asia) and
Europe. A key benefit is the seamless and efficient delivery of our
services to multilingual nations where our lawyers are proficient in
Mandarin, Turkish, Hindi and Korean, while many within the Firm are
proficient in Cantonese and Tamil.

VALUE ADDED SERVICES

We recognise that from the perspective of our clients, the day-to-day
management of internal legal matters does not stop at specific cases that
require external legal counsel or representation. We therefore offer a
number of value-added services to keep abreast with updates in the law
and ensure internal compliance. This includes our e-alerts, newsletters,
in-house trainings, workshops and seminars on industry-related legal
topics.

FIRM AWARDS
As a testament to the high standards we uphold, Skrine has garnered
some of the top local and international awards for both legal firms and
individual lawyers (a full list can be viewed at our website). We are honoured
to have received the following:
» Chambers Asia-Pacific Leading Firm Year 2024
» Legal 500 Asia Pacific: Top Tier Firm Year 2024
o Chambers Asia-Pacific and Greater China Region Awards 2024:
Malaysia Law Firm of the Year
« asialaw: Malaysia Law Firm of the Year 2023
« Global Arbitration Review (GAR): Ranked in Top 100 International
Arbitration Practice 2012-2023
o IFLR 1000 2019-2022: Tier 1 Firm for Corporate/Mergers &
Acquisitions, Energy, Infrastructure and Oil & Gas
» Asian Legal Business: Regional Litigation Law Firm of the Year 2022




