
 
 
 
 
 
 
 
 
 
 
Introduction
 
In light of the coronavirus pandemic, millions of people around the globe had been
forced to work from home. The use of video conferencing tools such as Zoom and
Skype has increased significantly as both businesses and individuals relied on the
platform to conduct meetings. In the past few months, the daily users of video
conferencing tools such as Zoom surged from 10 million in December 2019 to 200
million in March 2020[1]. 
 
Nevertheless, the escalated use of such video conferencing tools has posed risks in
data protection to corporates and individuals. For instance, it was reported that
thousands of personal Zoom videos have been left viewable on the open Web;
highlighting the data privacy risks to its users including businesses and individuals[2].
Aside from that, about 352 accounts on the video conferencing app Zoom were
compromised on 8 April 2020, including a healthcare provider in the US and seven
educational institutions. Details such as passwords, meeting IDs, host keys and
names belonging to Zoom account users have been posted on the dark web,
according to a report by Yahoo Finance[3]. Security issues such as 'Zoombombing'
where unwanted users spam meetings with inappropriate images and offensive slurs.
Fortunately, there has yet to be any report to Cyber999 on hacked Zoom accounts
from Malaysia[4]. 
 
In light of the above incidents, companies have to be aware of the risks that it might
be exposing their sensitive data including the data of its customers when its employee
use video conferencing tools without precautions. It must take into consideration the
fact that the data centre of the video conferencing tools is located outside of Malaysia
render it difficult to control the leakage of the data.
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Data Protection Law in Malaysia
 

In Malaysia, the primary legislation which governs data privacy is the Personal Data

Protection Act 2010 (“the Act”). Under the Act, companies which process or have

control over any personal data falls under the definition of a data user[5]. Data users

in the industry such as banking, insurance, communications, real estate, utilities and

others are required to be registered with the Department of Protection of Personal

Data.

 

The Act enumerates the security principle as one of its data protection principles.

Under this principle, the data user has to protect the personal data from any loss,

misuse, modifications, unauthorized or accidental access or disclosure. Practical

steps must be taken to ensure that the security measures are well in place to

safeguard the personal data it processes.

 

As to what constitute practical steps, the Personal Data Protection Standard 2015

(“the Standard”) which is formulated by the Department of Protection of Personal

Data shall be referred to. The relevant provisions of the Standard are reproduced as

below:

 

" 9. The transfer of personal data through removable media device and cloud
computing service is not permitted unless with written consent by an officer
authorized by the top management of the data user organization.
 

 10. Record any transfer of data through removable media device and cloud
computing service.
 

 11. Personal data transfer through cloud computing service must comply with the
personal data protection principles in Malaysia, as well as with personal data
protection laws of other countries.
 

 12. Ensure that all employees involved in processing personal data always protect
the confidentiality of the data subject’s personal data.”
 

 

Recommendations
 

In light of the above, companies should be aware of the data privacy risks that might

arise and take steps to mitigate the risk to ensure compliance with the Standard.

 

The Data Protection Commission in the European Union has published an article

which set out data protection tips for video conferencing[6]. We reproduce the

relevant excerpts of the article as below:



1. Employees should be using your contracted service providers for work related
communications. Ensure you are happy with the privacy and security features of the
services you ask them to use. Ad-hoc use of apps or services by individuals should
not be encouraged.
 

2. Try to ensure that employees use work accounts, email addresses, phone
numbers, etc., where possible, for work-related video-conferencing, to avoid the
unnecessary collection of their personal contact or social media details.
 

3. Make sure that clear, understandable, and up-to-date organisational policies and
guidelines are provided to those using video conferencing, so they know what rules to
follow and steps to take to minimise data protection risks. This should include
information on the controls the services provide and that are available to them to
protect their security, data, and communications.
 

4. Implement, and/or advise employees to implement, appropriate security controls
such as access controls (such as multi-factor authentication and strong unique
passwords) and limit use and data sharing to what is necessary.
 

5. Where video conferencing services need to be used for organisational reasons,
have a consistent policy regarding which services are used and how, and offer
through VPN or remote network access where possible.
 

6. Avoid sharing of company data, document locations or hyperlinks in any shared
‘chat’ facility that may be public as these may be processed by the service or device
in unsafe ways.
 

7. Read our guidance on Protecting Personal Data When Working Remotely and our
guidance on data security and make sure the points contained within are made clear
to employees.
 

The Malaysia Computer Emergency Response Team (MyCert) has also issued an

advisory[7] on the use of video conferencing applications like Zoom. MyCert said that

users have a responsibility to choose a "secure and safe VTC (video

teleconferencing) platform for web conferencing". It shared some security guidelines

such as asking users to only download VTC software from official websites or app

stores, never share confidential information during a meeting, enable non-recordable

videos/audio function and urge hosts to utilise the 'waiting room' feature to monitor

participants joining the meeting.

 

 

Conclusion
 

In conclusion, companies should be aware of their duty as data users and take the

necessary precautions as suggested by the Data Protection Commission in European 



Union and MyCert to prevent any possible data leakage when using video

conferencing tools.
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Important Information
 

Azmi & Associates has set up Azmilaw Task Force to look into all issues arising
from COVID-19 and MCO. Clients are welcomed to contact their usual Partner
who will bring their issues to Azmilaw Task Force for our further action.
 

 

 

 

 

 

 

 

 

 

 

 

 

We hope the above discussion is of assistance to you and your company. If your

company's operations or contractual obligations are affected by the COVID-19

outbreak, we are ready to assist you on any queries you have.
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