
In the evolving digital economy, the phrase “code is law” is taking on real world
significance. Smart contracts have emerged as a revolutionary technology that is
transforming the way we understand agreements, trust, and legal enforcement in the
era of blockchain.

What Are Smart Contracts?

“Smart contracts” is a term used to describe computer code that automatically executes
all or parts of an agreement and is stored on a blockchain-based platform.  Smart
contracts are self-executing agreements with terms directly written into software. They
automatically enforce and carry out these terms once predefined conditions are met.
This automation brings several advantages, including improved efficiency, lower costs,
and the removal of third party involvement.
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Generally, smart contracts are simple, and function on an “if-this-then-that” basis. This
means that if a certain condition is met, then a specific action will take place automatically.

A good example is how smart contracts can be used to buy goods from a vending
machine. Imagine a vending machine that uses cryptocurrency instead of cash. When a
person makes a payment using cryptocurrency, the smart contract gets a signal through
the blockchain that the payment has been made. Once this condition is confirmed, the
smart contract automatically instructs the vending machine to release the item to the
buyer. In this situation, the smart contract is working on the rule: “If payment is received,
then release the goods.” Everything happens digitally without needing a cashier, seller,
or third party.3

The same logic can be applied to bigger transactions, such as buying a house. For
instance, if a buyer deposits the agreed purchase price into the blockchain system, the
smart contract can automatically trigger the transfer of the property title to the buyer.
The process is automatic, accurate, and cannot be changed once it starts. A soon as the
agreed-upon condition is met, the smart contract carries out  the agreement on  its own, 



without requiring any further intervention. Once the contract has been performed and
executed, it is considered concluded and completed, with no remaining obligations on
either party. Think of a smart contract like a vending machine: if you insert the correct
amount of cryptocurrency (the input), the machine dispenses the snack (the output). The
whole process is automatic, predictable, and free of human intervention.

Why Blockchain Matters

Smart contracts cannot function without blockchain technology. This is because the
unique features of blockchain, such as decentralization, transparency and immutability,
allow contracts to be created and executed without the involvement of a third party. At
present, there is no other technology that can support smart contracts on a scale the
way blockchain can.4

Blockchain is a decentralized and distributed public digital ledger that records
transactions across a network of computers. This structure ensures that once a record is
added, it cannot be changed without modifying all later records and obtaining
agreement from the entire network.5

When the preset conditions in a smart contract are met and verified, a network of
computers automatically performs the required actions. Once the transaction is
completed, the blockchain is updated to reflect the result. Each term of the smart
contract is encrypted and securely stored, reducing the risk of misinterpretation. All
parties involved can test the contract with different scenarios to see the possible
outcomes, making the process fair, accurate and transparent. Because the contract is
recorded on a shared blockchain, the parties can carry out the agreement on their own
without needing help from any third party.6

How Smart Contracts Work – A Simple Breakdown

The process of a smart contract generally follows four key steps.7

1. Contract Creation
The process begins with drafting the terms of the agreement in the form of computer code.
This code outlines the rules, functions, and parties involved in the contract. Once
completed, the code is uploaded to the blockchain, where it becomes part of the network.

2. Contract Trigger
After being uploaded, the smart contract remains dormant until triggered by one of the
parties. The trigger can vary based on the type of contract. For instance, in a sales
agreement, the trigger could be the buyer making a payment.

3. Contract Execution
When triggered, the contract automatically carries out the agreed terms as written in its
code. This may include actions like transferring funds or recording transactions. The
blockchain manages the execution, ensuring that it is done accurately and transparently.



4. Contract Completion
Once all conditions have been fulfilled and the necessary actions are completed, the
contract is considered complete. The final outcome is then recorded permanently on
the blockchain, creating a secure and unalterable record of the transaction.

Comparison of Smart Contracts and Traditional Contracts

Smart contracts and traditional contracts differ significantly in their formation, execution,
and enforceability. Traditional contracts are typically drafted in natural language, signed
by at least two parties, and may require verification by a lawyer, notary, or other third
party. In contrast, smart contracts are written in computer code and operate
automatically on a blockchain once the specified conditions are met without a third
party involved.

Another key distinction lies in authenticity and alteration. Traditional contracts exist in
physical or digital form and, if not properly safeguarded, can be forged or altered,
sometimes without immediate detection. Smart contracts, on the other hand, are stored
on a blockchain, where the terms become immutable once entered, with each
transaction timestamped and distributed across multiple nodes in the network.8

The mode of execution also differs. Traditional contracts can sometimes be manipulated,
for example, if one party signs on behalf of the other without their knowledge. Smart
contracts rely on digital key signatures unique to each participant, meaning only the
holder of the private key can authorize the transaction.

However, smart contracts introduce challenges not typically present in traditional
contracts. They are pseudonymous, as blockchain transactions use wallet addresses
rather than verified legal identities. This creates difficulty in resolving disputes, since courts
may face obstacles in linking a blockchain address to a real-world party. While
mechanisms such as Know Your Customer (KYC) procedures may mitigate this issue, they
are not universally applied, leaving gaps in legal enforceability.9

Are Smart Contracts Legally Recognized?

Common Law

Under common law, a contract is considered legally binding if it contains four essential
elements: offer, acceptance, consideration, and an intention to create legal relations.
The Statement is clear that the common law rules on contract (offer, acceptance,
consideration, and  intention to create legal relations) are, in principle, entirely
applicable to smart contracts. As long as these elements are present and there are no
factors that weaken the agreement, such as misrepresentation, fraud, illegality or duress,
the law will generally uphold and enforce the agreement between the parties.10

The existence of offer and acceptance is usually evident from the natural language used
to  frame   a  smart  contract.   However,  when   a   smart  contract  is  written  entirely  in 



computer code, extrinsic evidence, such as the conduct of the parties, may be sufficient
to prove that an agreement was reached.11

Malaysian Law

Following the principles of common law, the Contracts Act 1950 in Malaysia sets out the
essential elements required for a contract to be valid. These elements include offer,
acceptance, consideration, and an intention to create legal relations. If a smart contract
satisfies these elements, it may be considered legally enforceable under the Act.

To begin with, Section 2(a) defines a proposal as a situation where one person signifies to
another his willingness to do, or to abstain from doing, something with the intention of
obtaining the other’s assent.  Under Section 2(b), when the person to whom the proposal
is made signifies his assent, the proposal is said to be accepted, thus forming a promise.
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Furthermore, Section 10(1) of the Act states that all agreements are contracts if they are
made with the free consent of parties who are competent to contract, for a lawful
consideration and lawful object, and are not expressly declared void.  In addition,
Section 14 clarifies that consent is considered free when it is not caused by coercion,
undue influence, fraud, misrepresentation, or mistake.
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Therefore, the approach to contract formation under Malaysian law is flexible, and may
accommodate emerging forms of agreements such as smart contracts, making them
potentially valid and enforceable in Malaysia. Nonetheless, there have not yet been
any reported cases in Malaysia specifically concerning smart contracts.
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UK Perspective

In November 2019, the UK Jurisdiction Taskforce (UKJT) released a legal statement
addressing cryptoassets and smart contracts. The statement concluded that, in principle,
smart contracts have the capacity to create binding legal obligations that are enforceable
according to their terms. English law does not normally require contracts to be in any
particular form. It will enforce any promise (or at least award damages for breach)
provided that the common law requirements for formation of a contract are met, and
provided that there are no vitiating factors (such as duress, misrepresentation or illegality).17

According to the UKJT, the essential requirements for the formation of a contract are the
same for both conventional contracts and smart contracts.  These include:18

(a) agreement has, objectively, been reached between the parties as to terms that are
sufficiently certain;

(b) the parties intended, objectively, that they would be legally bound by their
agreement; and

(c) unless the contract is made by deed, each party to it must give something of benefit
(i.e. consideration) because a gratuitous promise in return for nothing is not generally
enforceable.



On 25 November 2021, the UKJT published its formal advice to the Government
concerning smart legal contracts. This guidance was informed by extensive feedback
received through a call for evidence launched in December 2020.

The conclusion reached was that the existing legal framework in England and Wales is
well equipped to accommodate and support the use of smart legal contracts, with no
immediate need for statutory reform. The adaptability of the common law system
provides a strong foundation for innovation and commercial activity. While smart legal
contracts may introduce new legal and factual challenges, the current body of legal
principles is sufficiently robust to address them, with any necessary developments
occurring incrementally and within established legal reasoning.19

USA Perspective

In the United States, there is no single federal contract law. Instead, the enforceability
and interpretation of contracts are governed at the state level.  While certain
fundamental principles are generally consistent across states, and efforts have been
made by the National Conference of Commissioners on Uniform State Laws to harmonise
state legislation, the fact remains that individual states may adopt differing views. This
variation must be taken into account when evaluating the enforceability of smart
contracts.
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To assess enforceability, state courts traditionally examine whether the common law
requirements of offer, acceptance, and consideration are met. These core elements can
certainly be satisfied through the use of ancillary smart contracts, depending on how
they are structured.

At the federal level, the Electronic Signatures in Global and National Commerce Act (E-
Sign Act) recognises the validity of electronic signatures and electronic records in
interstate commerce. Importantly, it also states that a contract or other record relating to
a transaction “may not be denied legal effect, validity, or enforceability solely because
its formation, creation, or delivery involved the action of one or more electronic agents
so long as the action of any such electronic agent is legally attributable to the person to
be bound.”  The Act further defines an “electronic agent” as “a computer program or
an electronic or other automated means used independently to initiate an action or
respond to electronic records or performances in whole or in part without review or
action by an individual at the time of the action or response.”
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While it is essential to understand the current legal framework in evaluating the
enforceability of smart contracts today, future reliance on laws enacted before the
development of blockchain technology may not be necessary. For instance, Arizona and
Nevada have amended their respective versions of the Uniform Electronic Transactions
Act (UETA) to explicitly address blockchain and smart contracts. However, the fact that
these two states have adopted different definitions for key terms like “blockchain” and
“smart contract” highlights a growing need for uniform definitions as more states
consider similar legal updates.23



Potential Challenges in Smart Contract Implementation and Enforcement

While smart legal contracts may raise new legal and factual challenges, existing legal
principles remain robust enough to address them with incremental developments.
However, their effective implementation and enforcement still face practical hurdles
that must be resolved for broader adoption.

One key issue is the lack of standardization. Since different blockchains operate on
varying protocols and programming languages, interoperability remains a major
concern. Without common standards, businesses face uncertainty as to whether their
smart contracts will function effectively across different platforms. This challenge can be
addressed by adopting interoperable standards, such as blockchain protocols that
enable cross-chain communication (e.g., Polkadot or Cosmos), or by deploying smart
contracts on platforms that support standardized APIs.24

Another concern is the technical complexity involved in developing and deploying smart
contracts. Expertise in blockchain technology, cryptography, and coding languages like
Solidity is often required, yet many businesses lack in-house capabilities. This can make
implementation expensive and reliant on external specialists. The way forward lies in
investing in talent and training, whether by upskilling existing staff, hiring skilled developers,
or collaborating with educational institutions to create blockchain certification programs.

Finally, there are legal ambiguities surrounding the enforceability of smart contracts,
particularly given their pseudonymous nature and reliance on code. For instance, it will
likely be difficult for the court to intervene in commercial disputes performed on a public
permissionless blockchain if the parties remain unknown to each other.  To address this,
clarifying legal frameworks is essential. Governments and regulators should establish
clear guidelines on the validity and limitations of smart contracts, building upon existing
contract law principles. Some jurisdictions have already taken steps in this direction,
offering a model for Malaysia and others to follow.
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Conclusion

Smart contracts mark a significant shift in how agreements are formed, executed, and
enforced in the digital era. Powered by blockchain, they offer an automated,
transparent, and tamper proof alternative to traditional contracts, eliminating the need
for third party intermediaries. With a simple “if this, then that” logic, smart contracts are
already transforming sectors such as finance, supply chain, and intellectual property.

Legally, smart contracts are not outside the scope of existing frameworks. As explored in
this article, jurisdictions such as Malaysia, the United Kingdom, and the United States
have shown that traditional contract elements — offer, acceptance, consideration, and
intention to create legal relations can apply to smart contracts. The UK has taken a
proactive stance, and select US states like Arizona and Nevada have incorporated
blockchain into their legal definitions. Malaysia, though still in its early stages, has shown
potential to embrace these developments under its current legal structure.



That said, their widespread adoption will depend on addressing certain practical
challenges. These include the lack of standardization across blockchains, the technical
complexity of coding and deploying contracts, and the legal ambiguities arising from
pseudonymous transactions. Overcoming these issues requires interoperable standards,
greater investment in blockchain expertise, and clearer legal frameworks to guide
enforceability and dispute resolution.

From my perspective, smart contracts are more than just a technological advancement.
They represent a new frontier in law, challenge conventional ideas of trust and
enforceability, and highlight the need for the legal sector to evolve alongside emerging
technologies. While the foundation of contract law remains relevant, targeted reforms
and standardized definitions will be essential to address new complexities, especially in
cross border use. For smart contracts to succeed, legal practitioners must engage with
technology, and technologists must understand legal consequences. As both worlds
continue to converge, smart contracts could pave the way for a more efficient, secure,
and inclusive legal ecosystem, one where code and law work together to build a future
of trust without borders.
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